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CLASSIFIED  INFORMATION  FOR  DESIGNATIONS 


Classified  By:  Economic  Minister  Counselor  Mark  Tokola  for  reasons  1.4( 
b)  and  (d) 

IQ.  (U)  Chancellor  Gordon  Brown  announced  October  10  that  Her 
Majesty's  Treasury  --  on  the  advice  of  law  enforcement 
agencies  — had  agreed  to  use  "closed  source  evidence"  (i.e. 
classified  materials)  in  asset  freezing  cases  where  there  are 
strong  operational  reasons  to  impose  a freeze,  but 
insufficient  unclassified  information  available.  He  also 
announced  that  HMG  would  seek  to  amend  its  existing  domestic 
legislation  to  give  "the  Treasury  the  power  to  stop  funds 
reaching  anyone  in  the  UK  suspected  of  planning  terror  or 
engagement  with  terror." 

1.2.  (C)  According  to  the  Head  of  HMT 1 s Asset  Freezing  Group 
Patrick  Guthrie,  HMT  is  currently  developing  procedures  on 
how  to  protect  classified  materials  from  release  in  the  case 
of  court  challenge.  But  he  added  that  HMT  will  not  wait 
until  these  procedures  are  in  place  to  begin  using  the  new 
powers.  In  fact,  he  said  that  the  asset  freezes  for  some  of 
those  involved  in  the  foiled  August  airplane  plot  were  based 
on  classified  materials.  Guthrie  said  that  HMT  was  working 
with  law  enforcement  and  security  service  officials  to 
develop  additional  cases  for  designation  using  these  new 
powers . 

13.  (C)  Guthrie  said  that  HMT  is  seeking  changes  to  the 
Terrorism  (United  Nations  Measures)  Order,  the  legislation 
which  provides  the  legal  framework  for  domestic  asset 
freezes.  According  to  Guthrie,  the  existing  legislation  has 
an  unacceptable  loophole.  When  a domestic  designation  takes 
place,  there  is  an  immediate  asset  freeze.  But  the  law  does 
not  currently  make  it  an  offense  to  make  funds  available  to 
people  who  have  been  designated  unless  they  have  also  been 
convicted  of  a terrorism-related  crime.  The  new  law  will 
make  it  a crime  to  make  funds  available  to  anyone  who  has 
been  designated. 

1.4.  (C/NF)  Comment:  The  decision  to  allow  the  use  of 
classified  information  in  making  domestic  designations  is  a 
very  positive  development.  HMT ' s inability  to  use  classified 
materials  in  support  of  domestic  designations  has  made  it 
nearly  impossible  for  it  to  freeze  assets  without  UN  cover. 

We  will  encourage  HMG  to  use  this  new  tool  aggressively.  End 
comment . 
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